
Frontend validation

Backend verification

Initialization

Backend of your websiteBrowser Your mosparo installationFrontend of your website

The user opens the
website example.com

The web server returns
the HTML code for the

Website with the
mosparo initialization

code.

HTTP GET /form

Depending on the
programming language,

the backend will
generate the HTML

code.

The browser renders the
HTML code HTML

The mosparo
initialization code is

executed, and a submit
token is requested.

IP address, form URL, form page title

The browser renders the
mosparo box. Submit token, settings, translations

Checks the user's IP
address against the
configured security

settings and returns a
submit token.

The user fills out the
form.

The user checks the
mosparo box. mosparo checks the

form data against the
configured rules and the

security settings. If
everything is okay,
mosparo returns a

validation token to verify
the form data in the

backend.

Form data, user agent, IP address, submit token

The mosparo box is
marked as valid, and the

user can submit the
form.

Validation token

The user submits the
form. The backend prepares

the form data.
HTTP POST /form

The backend asks
mosparo to verify the

form data. mosparo verifies that
the form data are the

same as the user
entered in the frontend.

Form data,
signatures

With mosparo's
confirmation, the

backend processes the
form data accordingly
(send the email, store
them in the database,

etc.).

Result,
verified fields,

issues

The user sees the
success or error

message.
HTML/JSON

Legend:

Form data User data that is sent to mosparo
HTML/JSON Format and data

Validation and verification process of mosparo

/api/v1/frontend/request-submit-token

/api/v1/frontend/check-form-data

/api/v1/verification/verify



 
   
     
       
         
         
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
          
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
             
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
      
    
  


