
Backend of your websiteFrontend script of your website Your mosparo installationmosparo frontend script

Renders the mosparo
box and requests the
submit token from the

mosparo API.

IP address, form URL, form page title

User clicks the
"Continue" button

Submit token, settings, translations Checks the user's IP
address against the
configured security

settings and returns a
submit token.

The mosparo box is
marked as valid, and the

user can submit the
form.

Validation token

Request-based multi-step form - Automatic mode

/api/v1/frontend/request-submit-token
Parameter for mosparo():
isMultiStepForm    true
isLastStep false

Initializes the mosparo
script

Browser

Renders the page

User fills out the form

The mosparo frontend
script collects the form

data and stores it in
mosparo.

Stores the form data in
a partial submission for

later validation.

/api/v1/frontend/store-form-data

The mosparo frontend
script automatically
submits the form.

Your backend stores the
form data, for example,

in the session.
Additionally, the

backend receives the
submit token from the

frontend and generates
the HTML for the next

step.

Renders the mosparo
box and requests the

settings from the
mosparo API.

Submit token, IP address, ...

User clicks the
"Continue" button

Settings, translations
Checks the user's IP
address against the
configured security

settings and returns the
relevant settings.

Parameter for mosparo():
submitToken aF33...

isMultiStepForm  true
isLastStep false

Initializes the mosparo
script

Renders the page

User fills out the form

The mosparo frontend
script collects the form

data and stores it in
mosparo.

Stores the form data in
a partial submission for

later validation.

The mosparo frontend
script automatically
submits the form.

Your backend stores the
form data, for example,

in the session. The
backend either redirects

to the next step or
generates the HTML for

it.

/api/v1/frontend/request-submit-token

/api/v1/frontend/store-form-data

Renders the mosparo
box and requests the

settings from the
mosparo API.

Submit token, IP address, ...

User clicks the mosparo
checkbox or clicks the

submit button.

Settings, translations
Checks the user's IP
address against the
configured security

settings and returns the
relevant settings.

Parameter for mosparo():
submitToken aF33...

isMultiStepForm  true
isLastStep true

Initializes the mosparo
script

Renders the page

User fills out the form

The mosparo frontend
script collects the form
data and validates it in

mosparo.

/api/v1/frontend/request-submit-token

mosparo combines the
form data from the last
step and checks the
combined form data

against the configured
rules and security

settings. If everything is
okay, mosparo returns a
validation token to verify

the form data in the
backend.

/api/v1/frontend/check-form-data

Form data, submit token, ...

Form data, submit token, ...

The mosparo frontend
scripts mark the box as

valid. In the invisible
mode, mosparo submits
the form automatically.

Generates the 
submit token.

Puts the submit token
in a hidden form field.

 The submit token is
sent to the backend as

a form value.

.
Stores the submit

token in the session.

Uses the submit token
from the session.

Uses the submit token
from the session.

Stores the form data in
the session.

The form data from the
first step is sent to the

backend.

The form data from the
step is sent to the

backend.

Appends the form data
to the data in the
session from the
previous steps.

User submits the form. Your backend stores the
form data, for example,
in the session. After the
last step, the backend

continues with the
verification with

mosparo.

Appends the form data
to the data in the
session from the
previous steps.

The form data in the
form fields.

The form data in the
form fields.

The form data in the
form fields.

Your backend uses the
form data, the submit

token, and the validation
token that were stored
in the session to verify

the submission with
mosparo. From here on,
the process is the same

as in the simple form
mode.

Load the submit token
from the session.

Load the form data
from the session.

First form step

nth form step

Last form step

Legend:

Request data User data that is sent to mosparo
HTML/JSON Format and data
Invisible mode Only relevant with the invisible mode
Submit token   
  Describes what happens with the submit token.

Validation token Describes what happens with the validation token.

Form data Describes what happens with the form data.

mosparo object Describes where to use the mosparo object and the method
of it.

Generates a validation
token.Puts the validation

token in a hidden form
field.

Stores the validation
token in the session.

Load the validation
token from the

session.
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Form data, submit token, ...


